Knowledge Base - Supported Platforms

Supported Minimums Recommended Minimums

Issues encountered winle operatmg at levels below | Though lower levels may be supported, Infinnte Campus recommends
those listed n these colurrms will NOT be supported.|  that users operate at or above the levels histed tn these colummms.

Platform

Operating System XP 05X 10.5.x Vista 7 Q5 X 10.6.x
Processor P4 G4 1GHz 32-bit 1GHz 32/64-bit  Intel
RAM 512 512 1GB 1 GB (with 32-bit) 1GB
2 GB (with 64-bit)
Java Plug-in Javal.3 Javald4.2 Java 1.5 Javal> Javal3
Internet Browsers Flease refer to the Supported Browser/OS Combinations section.
Adobe Flash Adobe Flash Flayer 10.X or higher is required for use of the Data Analysis tool and the Online Payments
(Portal) premium product on all Campus-supported platforms.

Adobe Reader Infinite Campus does not support the use of Adobe Reader on platforms that are not supported by the third-
party product vendaors.

Note to Macintosh Users:
*  FDFs do not work for users on OS5 X 10.6+ using Safari 5.1+ unless Adobe Reader is updated to
10.1.3 or higher.

»  Firefox use is not supported. Flease use Preview.
+  Camino use is not supported.

Minimum Supported Browser/OS Combinations
The following table displays supported combinations of operating systems and browsers for general use of

Infinite Campus software. Only versions of the browser equal to or greater than the versions listed in the table
are supported.

® Please see the Recommended Browser Settings for more information on browser configurations.
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IE Firefox | Safari
7.0 4.0x h.x

Ex Ex
2013Mx 2013Mx

Ex Ex
2013Mx 2013M.x

Ex Ex
2013Mx 20130 x

10.5.0 (Intel) Ex Ex
10.5.5 200130 x  20130x

Ex Ex
2013Mx  2013Mx

Ex Ex
20130Mx  20013M.x

Mobile and Tablet Browsers

General mobile and tablet browsing is available on devices capable of HTML. Functionality available will vary
depending on the device’s specific capabilities, but usually includes basic student contact information, student
schedules, posted grades, teacher attendance, behavior, transportation and Portal access. Some devices may
show additional features.

@ Due to the numerous inconsistencies between mobile and tablet operating systems, devices and
browsers, Infinite Campus cannot guarantee comprehensive support for mobile and tablet
browsing.

Campus Mobile Portal is an iOS and Android application available with the E.1138 Release Pack and will
work on iOS (Apple) devices and Android devices (NOT BlackBerry or Windows-based mobile phones). The
following devices are supported:

Device Minimum Operating System

Android 2.2 and later

iPod Touch 4.2.1
Second generation and newer

iPhone 3G 4.2.1
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iPhone 3GS 4.2.1+

iPhone 4 4.2.1+
iPad 421+

iPad 2 421+

s First generation of iPhone and iPod Touch is not supported.

Supported DBMS and Application Servers

This section indicates the versions of Database Management Systems (DBMS) and application servers
supported for general use of Infinite Campus software.

SQL Server SQL Server

Application Server 2005 (64-bit) 2008 (64-bit)
Compatibility 90 Compatibihity 100

Apache Tomecat v. 6.0 E.x E.x

with Java 1.6 (32/64-bit) 2013M.x 2013M.x

Supported Platforms for Campus Premium Products

This section contains requirements for Campus Premium Product add-on features that may not apply to all

users.
. Supported Platform .
Campus Premium Product PPo . ! Campus Version
Minimum Requirements
POS Terminals using Windows OS5 See the Point of Sale Terminal Ex
(POSReady 2009) Minimums Section below. 2013M.x
NOTE: Elo terminals
require Campus version
.1126 or higher.
Online Payments (Portal) Adobe Flash Flayer 10.1 Ex
2013MLx
Finance and Human Resources Adobe Flash Plaver 10.1 Ex

Point of Sale Terminal Minimums

The following table indicates the minimum operating requirements and recommendations for use of Campus
Food Service on Point of Sale terminals:
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This document is intended for restricted use only.

Infinite Campus asserts that this document contains proprietary information that would give
our competitors undue advantage should they come into possession of any part or all of it. As
such, this document cannot be publicly disclosed unless so ordered by a court of competent
jurisdiction.

©2012 Infinite Campus, Inc. All rights reserved.

INFINITE CAMPUS and Transforming K12 Education are registered trademarks of Infinite
Campus, Inc. The INFINITE CAMPUS logo is a trademark of Infinite Campus, Inc. This
publication, or any part thereof, may not be reproduced or transmitted in any form or any
means, electronic or mechanical, including photocopying, recording, storage in an information
retrieval system, or otherwise, by anyone other than Infinite Campus, Inc. without written
permission of Infinite Campus, Inc., 4321 109th Avenue NE, Blaine, MN 55449, tel. (651)
631-0000, email info@infinitecampus.com.
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Recommended Browser Settings

Overview | Internet Explorer Settings (PC) | Mozilla Firefox Settings (PC) | Mozilla Firefox Settings (Mac) |
Safari Settings (Mac) | Previous Versions

Overview

Infinite Campus recommends modifying certain browser settings for optimal use of Infinite Campus software.
Browsers should be kept current by applying service packs and updates as provided by the operating system.
Infinite Campus currently supports Internet Explorer and Mozilla Firefox browsers on a PC platform. Mozilla
Firefox, Safari and Camino browsers are supported on the Macintosh platform.

% Infinite Campus cannot guarantee full support of all browsers or all versions. Please see the
Supported Platforms page for more up-to-date information on browser and platform support.

Internet Explorer Settings (PC)

For the most recent browser versions that are supported in Campus, see the Supported Platforms article.

£ The names and locations of settings may vary slightly across versions (the following were based
off of IE 8 on a Windows environment).

To access the browser settings, navigate to the Tools menu and select Internet Options.
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Tools | Help
DeMEe Browsing Hiskary, . Ckrl+Shift+Del
InPiRate Browsing Ckrl+Shift+P
Reofen Last Browsing Session

Ctrl+Shift+F

Diagnose Con Problems. ..

Inkternet Cplions

Image 1. Internet Explorer Tools Menu
The following settings are recommended:

General Settings

On the General tab:
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Ey
o

o
Sy

General Security | Privacy | Content || Connections || Programs | Advanced

[ se current

Browsing history

l— . Delete termporary files, history, cookies,
) and web Form information,

Setkings

Temporary Inkernet Files

Inkernet Explorer skares copies of webpages, images,
fFor Faster wiewing later,

Settings

Check For newer wersions of stored pages;
(%) Every time I visit the webpag
() Every time I start Inkernet Explorer Sefkings
() Aukomatically

() Mever

i

Image 2. General Settings for Temporary Files (IE)

1. Click the Settings button of the Browsing History section.

2. On the Temporary Internet Files dialog box, set the Check For Newer Versions of Stored Pages option to
Every Time I Visit the Webpage.

3. Click OK.

Security Settings

On the Security tab, several settings are applicable.

Trusted Sites

Set Infinite Campus as a trusted site:
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Bl
£ s

iGeneral | Security |F'rix-'a-:~;.-' Content || Connections | Programs | &dvanced

Select a zone to view or change security setkings.

. ? - [A’
g _,;l v @
Inkernet Local intranet Trusted sites Restricked E[V]

[{ ] 1l | [ >]
Trusted sites

f This zane conkains websites that vou
v krust nok to damage vour computer ar
waur files,
You have websites in this zone.

Trusted sites

¥ou can add and remove websites from this zone, all websites in
S this zome will use the zone's security settings.

Add this website to the zone:
https:{ ftraining.infinitecampus, com| I

Wehsites:

hkkps: f ftraining infinitecampus, com

[ ] require server verification (https:) for all sikes in this zone

Close

Image 3. Security Settings for Trusted Sites

1. Select the Trusted sites icon from the "Select a zone..." box.

2. Click Sites.

3. If not automatically displayed, enter the URL address of the Campus application in the Add this
website to the zone field.

4. Click Add.

5. Verify that the address appears in the Website box.

6. If the site is not a secure site - indicated by an "https" in the URL - remove the mark from the Require
server verification (https:) for all sites in this zone checkbox.

7. Click Close on the Trusted Sites window to return to the Security tab.

Downloads

On the Security tab, configure the download settings:
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Internet Options 2

General | Security | Privacy || Conkent || Connections || Programs || F\dvanced|

ge security setkings.

Security Settings - Internet fone j ®E’

Settings
Lranet Trusted sites Restricted EM

(%) Enable b] I | [ll

i
e Downloads net websites,

.gﬁ Aukomatic prompting For file downloads n trusted and
) Disable
(%) Enable

@ﬁ File download
) Disable
(%) Enable

© Disable irgs, dlick Custom lewel,
(&) Enable ecommerged settings, click Default level,
O Prompt

@ﬁ Enable .MET Framewark setup

() Disable

(&% Frshls .
[_] Cuskom level. .. [ Default level

Image 4. Security Settings for Downloads (IE)

1. Click the Custom Level button.
2. Locate the Downloads section. Enable both the Automatic Prompting for File Downloads and the File
Download options.

SmartScreen Filter

While still in the Security Settings window, turn off the SmartScreen Filter for the zone:
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Security Settings - Trusted Sites Zone

Setkings

) Prompt
|_| Use Pop-up Blocker

() Disable

|| Use SmartScreen Filker
(%) Disable
Enable
L] Izerdata persistence
() Disable
(%) Enable
|| Websites in less privileged web content zone can navigate in
() Disable
() Enable
{*) Prompt
= | scripting

(=F Arkiva crvinkinn

(<] 1y |

*Takes effect after vou restart Internet Explorer

Reset cuskom settings

Reset to: |Medium {default) M

Image 5. Miscellaneous Security Settings (IE)

1. Toward the bottom of the list, under "Miscellaneous," Disable the SmartScreen Filter.
2. Click OK.
3. On the verification window, click Yes.

Privacy Settings

On the Privacy tab:
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=
Pop-up Blocker Settings £
8 eneral | Security | Privacy | Content | Connections | Programs | Advanced
Exceptions
Pop-upz are currently blocked. *You can allow pop-ups from specific Settings
websites by adding the site ta the list below.
g Select a setting For the Internet zone,

Address of website to allow:
hittp: ##support. infinite campus. com. Add Medium

- Blocks third-p3¥ky cookies that do not have a compact

Allowed sites: privacy policy
192.168.20.182 - Blocks third-p3ky cookies that save information that can
192.168.20.210 ca be used to contct you without your explicit consent
- Restricts first-Warty cookies that save information that
192.168.20.222 L rorma
altima.ic.org can be used to Bontack you without your implicit consent

mail. google. com
testappl. infinitecampus, com
training. infinitecampus. com [ Sites ][ Irpart ][ advanced ]
webmail infinitecampusz. com
iy, linksps. com

Pop-up Blocker

§ ] Prevent mast pop-up windo—w;ﬁia Settings

Motifications and blocking level: appearing.
Plap a zound when a pop-up iz blacked. Turn on Pop-up Blocker
Show Information Bar when a pop-up is blocked. foste i

—

Image 6. Privacy Settings for Pop-Ups (IE)

1. The privacy setting for the Internet zone should be set to Medium.
2. The Pop-up Blocker section should allow pop-ups to the Infinite Campus site in one of the following
manners:
® The Turn On Pop-Up Blocker checkbox is not marked (allowing all pop-ups from all sites), OR
® The Turn On Pop-Up Blocker checkbox is marked, but the Infinite Campus website is allowed:
a. Click the Settings button.

Enter the URL of the Campus application in the Address of website to allow field.

Click Add.

Verity that the address just added now appears in the Allowed Sites list.

Click Close.

o an T

3. Click OK.
Content Settings

On the Content tab:

ssssnbddassscrs o ccssnndddnssiccnnnidia G\ sdddassscssnadBdsrsscavandBbdosss s nbbiboe s



Knowledge Base - Recommended Browser Settings

2 |[evg
| A

General || Security | Privacy | Content | Conmections | Programs | Advanced

AutoComplete Settings E

g\ Ratings help wou control the Internet content that can be
viewed on this computer,

AutoComplete lists possible matches from entries you've
typed or visited befare.

Use AutoCormpleke For |

v
Address bar Certificates
= A
Browsing history IUse certificates For encrypted connections and identification,
Favarites
Feeads
[ [ Clear 550 stake ] l Certificates l [ Publishers ]
Ise windows Search for better resulks
[IForms autoComplete

[JUser names and passwords on Forms *— : _ﬁ_ﬂufn oo [EIRA ] = o I Settings I
B o
]

n webpages and suggests m
~ for you.

Feeds and Web Slices

[ Delete AutaComplete history... ] Feeds and Web Slices provide updated Settings
&l

conkent from websites that can be
] read in Internet Explarer and other
programs.

I Ok ] l Cancel

Image 7. Content Settings for Auto-Complete (IE)

1. Click the Settings button of the AutoComplete section.

2. On the AutoComplete Setting dialog box, remove marks from the Forms and User Names and
Passwords On Forms checkboxes.

3. Click Delete AutoComplete History.

4. Click OK.

Advanced Settings

On the Advanced tab, there are several settings to configure.

Auto-Complete

Turn off auto-complete:
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Internet Options

General | Security | Privacy || Content | Connections F'ru:ugrams| -':'-d"-"al'l'IEd[

Settings

[] Reuse windows for launching shorkcuts (when tabbed I:uru:ulh]
Show Frigndly HTTP error messages
[ underline links

& always

{:} Hower

Y

[ use inline AutoComplete {outside of Internet Explorer

|| Use o =Tal] ardel Whe A L Cabs 4l
IUse Passive FTP (for firewall and D3L modem compatibilicy
se smoath scraolling

|| HTTF 1.1 settings
Use HTTP 1.1
Jse HTTP 1.1 through proxy connections

[~] International*

[i] in

*Takes effect after vou restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer setkings

Resets Internet Explorer's settings ko their default
condition,

‘fou should only use this iF vour browser is in an unusable state.

H Cancel ] apply

Image 8. Advanced Settings for Browsing (IE)
Under the Browsing settings, unmark the Use Inline AutoComplete checkbox.

Java

Set JRE for Java:
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[=7] International* -~
[] always show encoded addresses B
Send IDM server names
[] send IDM server names for Intranet addresses
Send UTF-5 LRLs

Shows InFormation Bar For encoded addresses
[F ] - . -

5| Java (3un)
IUse JRE 1.6.0_13 for <applet> {requires restart)

SN =dla
Always use ClearType For HTRL*
Enable automatic image resizing
Play animations in webpages*
[+] Plav sounds in webpaoes

Image 9. Advanced Settings for Java (IE)
Under the Java (Sun) settings, mark the Use JRE... checkbox.

SSL and SmartScreen Filter

Turn on SSL and the SmartScreen Filter:

[] check for server certificate revocation® ™
Check for signatures on downloaded programs b |
[] Do not save encrypted pages to disk,

[] Empty Temparary Internet Files Folder when browser is clo
Enable DOM Storage

Enable Integrated Windows Authentication™®

Enable memaory prokection to help mitinate online attacks™®

'] Foable native %MIH B

Enable SmartScreen Filker
Use 55L 2.0

Usg 53L 3.0

Warm about certificate address mismatch®

[ warn if changing bebween secure and nok secure mode
£ 1l >

wimtalygy

E]

Image 10. Advanced Settings for Security (IE)
Under the Security settings:

1. Enable the SmartScreen Filter to protect against phishing. (This setting was turned off for the Infinite
Campus zone in previous steps, but should otherwise be enabled.)

2. Mark the Use SSL 2.0 and Use SSL 3.0 checkboxes. Infinite Campus utilizes Secure Socket Layer
encryption to protect data as it travels through the web.

Best Practice — Clear Browsing History

Periodically, Infinite Campus recommends users delete cached browsing files for improved performance and
heightened security. On the General tab:

ssssnbddassscrs o ccssnndddnssiccnnnidia (:2\ sdddassscssnadBdsrsscavandBbdosss s nbbiboe s



Knowledge Base - Recommended Browser Settings

Delete Browsing History

General | Security | Privacy | Content | Connections | Programs | Advan Preserve Favorites website data
keep cookies and kemporary Internet files that enable vour Favorite
Home page websites to retain preferences and display Faster,

/* To create home page tabs, type each address on its cwn line,
= |

http: ftesting. ic. org/testing) Temporary Internet files |
Copies of webpages, images, and media that are saved for Fasker
wiewing.

Cookies

[ Use current ] [ Use default ] [ Use blan Files stored on your computer by websites to save preferences |
such as login information. |

[IHistory
List of websites vou have visited.

Browsing history

Delete temporary files, history, cookies, saved passvaoyidd
+— b 4
¥ and web Form information,

[]Delete brawsing histary on exit y | [IForm data
Delete . Settings Saved information that wou have byped inka Forms, .
|
Searc_h Passwords :
: ) Change search defaults. Zettings Saved passwards that are automatically filled inowhen you sign in |
f o to & website you've previously wisited. I
e []InPrivate Filtering data
: ! Saved data used by InPrivate Filtering to detect where websites may |
Chbange how webpages are displayed in Settings be automatically sharing details about your visit, I
tabs, I
|
Appearance

About deleting browsing histor Delete ] I Cancel

[ Colors ] [ Languages ” Fonks ] [ Accessibility

Image 11. Best Practice Clear History (IE)

1. Click the Settings button in the Browsing History section.

2. Mark (at least) the Temporary Internet Files, Cookies and Passwords checkboxes.
3. Click Delete.

4. Also click the Delete button in the Browsing History section.

Mozilla Firefox Settings (PC)

For the most recent browser versions that are supported in Campus, see the Supported Platforms article.

2 The following settings were based off of a Firefox 3.0 configuration. The names of settings and
their locations may vary slightly in other versions.

To protect security, the following browser options should be configured. To access browser settings, navigate
to the Tools menu and select Options.
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Help
eh Search ChelHE

Chrl4-]

Console
Consale Ckrl+Shifk+1
Info

ivate Daka  Chrl4+Shifk+Del

Image 12. Tools Menu (Firefox for Windows)
Content Settings

On the Content tab:

Options o

Main Tabs Content  Applications  Privacy  Secority  Adwanced

Block pop-up windows
Load images automatically
[ T
—
E @ Allowed Sites - Pop-ups @
v
E You can specify which web sites are allowed to open pop-up wi
the exact address of the site wou want to allow and then click &
- Fonks
Address of web site:
Defau hitp: {fsupport.infinitecampus., com|
- Langu Site Skakus
kraining.infinitecampus, com Allowy
Choos )
rnail, google, com Allo
192,168.20,238 Allaw
192,168,20,234 Al
192,1658.20,222 Allo
192.165.20,210 Allo
192,168.20, 182 Allaw
Remove Site ] [ Remove All Sites
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Image 13. Content Settings for Pop-Ups (Firefox for Windows)
Pop-up windows must be allowed on the Infinite Campus site in one of the following manners:

® Either the Block Pop-Up Windows checkbox is left unmarked, OR
® The Block Pop-Up Windows checkbox is marked, but the Infinite Campus site is on the Allowed Sites
list:# Click the *Exceptions button.
1. Enter the Infinite Campus site URL in the Address of Web site field.
2. Click Allow.
3. Click Close.

Privacy Settings

On the Privacy tab:

J ﬁ L ﬂ % Ljé_??' l %1}9”'- Settings for Clearing History 3

General Tabs Conkent  Applications | Privacy | Security  Adwanced wehen I quit Firefox, it should automatically dear al:
History Hiskory
Erowsing History Conkies

Firefox will: |Use custom settings for history v |

Downlaad Histary Ackive Logins

[] Automatically start Firefox in a private browsing session B 2 S e Cache

Rermember my browsing histary Far at least an : days

Remember download history
Remember search and Form history

Accept cookies from sites [] site Preferences

Accept third-party cookies I
keep unkil: | they expire - Show Cookies ..
Iea[ history when Firefox closes .

Location Bar

CFfline Website
([ Diaka

o8 l ’ Cancel ] [ Help

When using the location bar, suggest: |History and Bookmarks w |

’ 0K ] ’ Cancel ] ’ Help ]

Image 14. Privacy Settings for Private Data (Firefox for Windows)

Select Use custom settings for history in the first dropdown list.

Mark the last checkbox, Clear history when Firefox closes.

Click the Settings button.

Mark (at least) the following checkboxes: Form & Search History, Cookies, Cache, and Saved
Passwords.

5. Click OK.

Ll .

@ To clear history at any time, select CTRL+Shift+Del or select Clear Recent History under Tools.

Security Settings

On the Security tab:
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s
@ X

Passwaords for the Following sites will nok be saved:

Site x
hibp:f/10.35,80.12: 5080 A A S
htkp:/fcpu.infinitecampus. com = :_E:- E\
hikkps i fcpu.infinitecampus, com: 3080 Security  Advanced

hktps i fmambo.infinitecampus ., com

Remove Al

Remember passwards For sikes

|:| Llse a master passwiord

@ Saved Passwords

g@ == | Saved Passwords...

Search: | |
Passwords For the Following sites are stu:ure our computer; I the Sethings...
Site d=ernare
htkp ) ficw.infinikecampus, com ~
it ficw.infirit user namel |

p:f ficu.inFinitecampus. com —
http:{fissues.ic.org USEr MEmes

' o 4 el ] [ Help

https: | fissues.infinitecampus. cam Uzername

W

Remove Al Show Passwiords

Image 15. Security Settings for Passwords (Firefox for Windows)

In the Passwords section:

® Remove the checkmark from the Remember Passwords For Sites checkbox, OR,
® If passwords should be remembered, mark the Remember Passwords For Sites checkbox but verify that

Infinite Campus sites are on the Exception list:# Click *Exceptions.

1. Check for Infinite Campus sites on the Exceptions window. If Infinite Campus sites do not appear:

a. Click Close on the Exceptions window.

b. Click the Saved Passwords button to see if the usernames/passwords have already been

stored.

c. Remove saved usernames/passwords for Infinite Campus sites.

d. Click Close.
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Advanced Network Settings

On the Advanced tab:

Options

d 59 = b

Main Tabs Content  Applications  Privacy  Security  Adwanced

zeneral | Metwork, | Update | Encrypkion

- _anneckion

Configure how Firefox connecks to the Internet Setkings. ..

- Jffline Storage

se up to g0 % MB R space for the cache

Tell me when a website asks to skore data for offline use

The fFollowing websites have stored data For offline use;

Image 16. Advanced Settings for Connections and Storage (Firefox for Windows)

1. Verify that the network Connection Settings reflect proper district/state setup.
@ This setting is largely dependent on the distric/state’s specific network configuration.

2. Click the Clear Now button to clear the network cache.
3. Set the cached MB limit to a low number (e.g., 50 or less).

Mozilla Firefox Settings (Mac)

For the most recent browser versions that are supported in Campus, see the Supported Platforms article.

s The names and locations of settings may vary slightly across versions.

To protect security, the following browser options should be configured. To access browser settings, navigate
to the Firefox menu and select the Preferences option:
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File Edit View
t Mozilla Firefox

Preferences...

Services [ ]
Hide Firefox 3EH
Hide Others “EH
Show All

Quit Firefox

Image 17. Tools Menu (Firefox for Mac)
Content Settings

On the Content tab:

[ ——y;
OO0 Content =]
C — g o (Y & .'"E..
Main Tabs | Content | Applications Privacy Security Advanced
I E Block pop-up windows I ﬁ It Exceptions... JI
000 Allowed Sites - Pop-ups

You can specify which web sites are allowed to open pop-up windows. Type
exact address of the site you want to allow and then click Allow.

Address of web site:

www.infinitecampus.com

( Allow )

Site Status
Y
c4creative.org Allow I-r] C Advanced.. )
www.chipotle.com Allow
www.lemonlimestudios.com Allow

(Remmre S'rte:'J (Remove All S'rtes)

Image 18. Content Settings for Pop-ups (Firefox for Mac)
Pop-up windows must be allowed on the Infinite Campus site in one of the following manners:

® Either the Block Pop-Up Windows checkbox is left unmarked, OR
® The Block Pop-Up Windows checkbox is marked, but the Infinite Campus site is on the Allowed Sites
list:# Click the *Exceptions button.
1. Enter the Infinite Campus site URL in the Address of Web site field.
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2. Click Allow.
3. Exit the window.

Advanced Network Settings

On the Advanced tab:

0] Lot ma AN ED Q)

{ General I—NelwarH Update Encryptiun:'-

Connection
Configure how Firefox connects to the Internet
Offline Storage

Use up to @ ME bf space for the cache Clear Now

¥ Tell me when a website asks to store data for offline use

Image 19. Advanced Network Settings for Connection and Storage (Firefox for Mac)

1. Verify that the network Connection Settings reflect proper district/state setup.
@  This setting is largely dependent on the district/state’s specific network configuration.

2. Click the Clear Now button to clear the network cache.
3. Set the cached MB limit to a low number (e.g., 50 or less).

Privacy Settings

On the Privacy tab:
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Knowledge Base - Recommended Browser Settings

00 Privacy C

Main Tabs Content Applications | Privacy | Security Advanced

History When | ask Firefox to clear my private data, it should erase:

= "] Browsing History
[ Keep my history for at least 90 . days ) Download History

I || Remember what | enter in forms and the search barl i Saved Form and Search History

ECache
ECOGkies

1 Offline Website D
"] Accept cookies from sites

ESaved Passwords !
| Accept third-party cookies ™ Authenticated Sesslo

") DownThemAll! hisgbry & queue

w ( Cancel ) (—BK—)

E Remember what I've downloaded - (Download Statusb:

Cookies

|

Keep until: | close Firefox

Private Data

EAIways clear my private data when | close Firefox ﬁ Settings...
1 Ask me before clearing private data

Image 20. Privacy Settings for History and Private Data (Firefox for Mac)
1. Set the Private Data settings to Always Clear Private Data on browser close.

2. Click Settings.

3. Mark at least the Cache, Cookies, Saved Passwords and Authenticated Sessions checkboxes.
4. Click OK.

& Click the Clear Now button at any time.

Security Settings

On the Security Tab:
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'8NAXA] Security =

” l@mus] ﬁ_' 1 \. "_h. L1l 5.0

L= — L& o | e’
Main Tabs Content Applications Privacy | Security | Advanced

Fd

EWam me when sites try to install add-ons [ Exceptiuns...\]

@Tell me if the site I'm visiting is a suspected attack site

W Tell me if the site I'm visiting is a suspected forgery

Passwords
I: Remember passwords for sites I Exceptions...
" Use a master password Change Master Password...

-\'.

(Sa\red Passwards...},l

Warning Messages

Choose which warning messages you want to see while browsing the web Settings...\]

i .
-

® Remove checkmark from the Remember Passwords for Sites checkbox, OR,
® If passwords should be remembered, mark the Remember Passwords For Sites checkbox but verify that
Infinite Campus sites are on the Exception list:# Click *Exceptions.
1. Check for Infinite Campus sites on the Exceptions window. If Infinite Campus sites do not appear:
a. Close the Exceptions window.
b. Click the Saved Passwords button to see if the usernames/passwords have already been

stored.
c. Remove saved usernames/passwords for Infinite Campus sites.
d. Close the Saved Passwords window.

Safari Settings (Mac)

For the most recent browser versions that are supported in Campus, see the Supported Platforms article.

£ The names and locations of settings may vary slightly across versions.

Enabling 32-bit Mode

Infinite Campus recommends operating Safari in 32-bit mode to allow saving of FDF forms in Campus with
Adobe Reader.
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™ O {7 Safari.app Info

= Safari.app
@ Modified: May

¥ Spotlight Comment

Checking this box
allows FDFs to
save to the
Campus server
with Adobe Reader

¥ General:

Kind: Application I
Size: 45.4 MB on fd (37,626,385 bytes)
Where: fApplicatjfs
Created: Thursd / ay 21, 2009 5:20 PM
Modified: Thugay, May 21, 2009 5:20 PM
3, Copyright & 2003-2010 Apple Inc.

Upen using Rosetta
Locked

Image 22. Safari 32-bit Mode

Close all open Safari browsers.

Open a new Finder window.

Navigate to the Applications folder.

Select Safari.

Go to the File menu.

Select Get Info.

In the Safari Info window, open the General section.

Select the Open in 32-bit Mode checkbox.

Close the Safari Info window. Upon re-opening Safari, 32-bit mode will be enabled.

O 0NN

To protect security, the following browser options should be configured on the Safari menu:

ssssnbddassscrs o ccssnndddnssiccnnnidia (;2\ sdddassscssnadBdsrsscavandBbdosss s nbbiboe s



Knowledge Base - Recommended Browser Settings

mme Edit View Histor

About Safari

Preferences...
Block Pop-Up Windows {+#K

v Private Browsing

Reset Safari...

Report Bugs to Apple...

3,

Empty Cache... HE
Services [ ]
Hide Safari ¥ H
Hide Others HH
Show All

Quit Safari ¥0Q

Image 23. Security Settings for Browsing (Safari)
1. Turn on Private Browsing to erase cookies, auto-fill items and other cached information.

2. Infinite Campus recommends disabling the Block Pop-up Windows setting, so Infinite Campus pop-ups
will be allowed.

@ In Safari, pop-ups are either allowed or disabled. Unlike other browsers, Safari does not allow
site-by-site control of pop-ups.

Preferences

On the Safari menu (shown in Image 23), select the Preferences option. On the AutoFill tab:

F o |
OO0 AutofFill =]
] (4 @ = 7]l &

General Appearance Bookmarks Tabs AutoFill | Security Advanced

AutoFill web forms: lz[Using info from my Address Book card [ Edit..

"1 User names and passwords f Edit.. )
[ Other forms  Edit..

®

Image 24. Preference Settings for AutoFill (Safari)
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Remove the checkmark from the auto-filling Usernames and password checkbox.
Previous Versions

® TR BrowserConfig 0809.pdf
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